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All mentions and discussions of hacking are purely for educational purposes and inform threat
intelligence efforts to prevent such malicious activity. Monitoring Circuit does not condone

hacking or any other hazardous online behavior. This Byte will be updated as new information
is released.
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LV URITY BREACH DETECTED

This is an urgent security notification regarding your Shapify store. Your customer database has
been compromised.

Incident Details

We have successfully breached your Shopify store's security systems and downloaded the entire
customer database, which includes:

Customer Information: Names, email addresses, phone numbers

Order History: Purchase records, transaction details
Shipping Data: Addresses, shipping preferences
Account Details: Account creation dates, customer notes

This data is currently in our possession and will be publicly released unless an agreement s reached.

i COMMUNICATION METHOD

We have created a special customer account in your store for communication purposes:

CUSTOMER ID: 8069776801871

We have placed our contact email address in the details of this customer account. You must use

this email to reach out to us to discuss 2n agreement.

@ REQUIRED ACTION
To prevent the public release of your customer database, you must:

1. Log into your Shopify admin panel

2. Navigate to the Customers section

3. Search for Customer ID: 8065776301871

4, Review the contact information in this customer profile

5. Use the provided email address to contact us immediately

We will discuss the terms of an agreement to ensure your customer data remains confidential.

@ TIME IS CRITICAL: Failure to contact us within 72 hours will result in the public release of all
customer data.

As of 4/19/2026, Seiko USA’s website has been defaced with an “Urgent Security Notification” alerting
visitors of a supposed compromise of the site’s customer database. The defacers purport to have breached
the site’s Shopify account and exfiltrated customer information, order history, shipping data, and account
details, as well as supplied an email for contact: “Failure to contact us within 72 hours will result in the
public release of all customer data.” These claims are not verified at this time.

Seiko Clock’s Thailand site was defaced on 3/8/2026 by malicious actors leveraging a year-old
CVE — this defacement has since been removed and is no longer accessible.

The breach notification is only displayed when navigating to the Press Lounge link on the Seiko USA
website, which itself is a separate entity from Seiko’s primary site — the latter appears unaffected by the
incident. It appears that other pages on Seiko USA are similarly void of defacement.
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